This paper considers the use of an entanglement breaking channel in the construction of a secure bit-commitment protocol. It is shown that this can be done via a depolarizing quantum channel.
Introduction
The most successful cheating strategy against non-relativistic bit commitment schemes is the entanglement attack (also known as the EPR attack) [8] [2] . In this strategy, one of the parties (Alice) entangles a system with the one she uses for commitment and keeps this second system secret. Then she is able to cheat before the opening phase through local operations on her own system. One approach to counter this cheating strategy is to determine a means of breaking the entanglements. This must be done either through local transforms performed by the other party (Bob), or through local noise applied to Bob's system (from the transmission channel).
Entanglement breaking channels are a relatively new concept in quantum information that were first introduced in [3] . The characteristics of two-qubit entanglements are discussed in [4] and [5] . In particular, the local two-qubit entanglement-annihilating channel (2-LEA) is examined in [4] . ¿From [3] , a local channel c is called entanglement breaking if the output of the channel operating on an entangled state is separable, where separability for a density matrix ρ means ρ = i p i ρ i a ⊗ ρ i b . In the next section, we describe through an example how an entanglement breaking channel can be used to secure the Bennett and
Brassard bit commitment scheme [1] against an EPR attack.
Depolarizing Channel Bit Commitment
As is typical, we assume Alice is working in a noise free environment, i.e., a perfectly shielded and isolated lab. Therefore the joint noise which corrupts the entangled state ρ AB
, where ε c is the channel noise. This entanglement breaking operation must either be applied by Bob through some apparatus he possesses for adding noise, or by the quantum channel through which Alice sends the qubits to Bob, as shown in Figure 1 . Here we use a depolarizing channel to apply the entanglement breaking operation. This channel is defined in [5] as
The action of the depolarizing channel replaces the qubit with the completely mixed state, I 2 , with probability 1 − q. It was shown in [6] [7] that the evolution of any entangled state in a channel (entanglement breaking channel in this case), is determined by the evolution of a maximally entangled state in the channel. Therefore we only consider the effect of the entanglement breaking channel on the maximally entangled state
, where the subscripts A and B denote Alice and Bob, respectively. It was proven in [7] for a local quantum channel S (which operates on a qubit), an entangled state |X (which is a bipartite N ⊗ 2 state), and concurrence C as defined in [7] (a measure of entanglement), that
Since C[|X X|]] = 0 for |X , which is a separable state, if a local channel S (or I ⊗ S for the entire system) applied on the maximally entangled state |ψ + disentangles it, then we have C((I ⊗ S)[|X X|]) = 0, which disentangles any bipartite N ⊗ 2 state.
Having a maximally entangled state |ψ + and applying a depolarizing channel on Bob's state (which means the effect of the channel on the entire system is (I ⊗ )[X]), results in the state
which has been shown to be separable for q ≤ 1 3 [4] . Therefore as discussed above, this channel will disentangle Bob's qubit from any other system (such as Alice's secret system). Therefore the states of Alice will be disentangled from Bob's system, and more importantly he can determine if Alice has cheated or not. To show this, two cases must be considered, Alice is honest and has not cheated, and Alice attempts to cheat. For the first case, the probability of Bob receiving the same state as Alice sent is q. Therefore the probability of Bob measuring the correct state is q 2 since the probability of choosing the correct basis is 1 2 . Bob should then expect to measure at least q 2 of the states correctly. In the second case, Alice cheats and entangles her secret states with the committed qubits. After Bob performs the depolarizing operation, the state will be disentangled as described previously, and therefore Alice cannot change the state that Bob measures. There is also no guarantee that the probability of Bob measuring the correct state is q 2 , so Alice may be exposed regarding the entanglements even if she does not change the committed bit.
A simple security analysis regarding our example using the Bennet and Brassard scheme is given below. Alice prepares an entangled state |a 0 A |0 B + |a 1 A |1 B , where the subscript A means the state is controlled by Alice and B controlled by Bob. Alice then sends Bob's states to him, and when she wants to change her mind about the committed bit she performs a unitary transform followed by a projective measurement on her own state (we can just assume a projective measurement). The effect of the entanglement breaking channel on the system after Alice's measurement is ρ b = i p i a j |ρ i a |a j ρ i b , where a j is the basis for the projective measurement. Thus in order for Alice to determine ρ b she needs to know the decomposition caused by the channel, i.e., ρ channel = i p i ρ i a ⊗ ρ i b , and therefore she needs to know the value of q (which we assume is controlled by Bob).
Chailloux and Kerenidis [9] provided lower bounds on an optimal quantum bit commitment (the bounds are tight and the upper bounds are close to the lower bounds), however they assumed that the operations in both the commitment and revealing phases are unitary transforms on Alice and Bob's quantum spaces. Here we take the same approach towards analysing the security of our system. For the Hiding property (i.e. the ability of Bob to guess the committed bit assuming a honest Alice), we know that without considering the channel Bob can guess the bit with probability (where σ b is the density matrix assigned to 0 or 1). The effect of the channel, Bob's ability to cheat is then simply the maximum of his ability to distinguish the states with or without having them passed through the quantum channel, which is given by
Where S[.] is the effect of the channel. For Alice's cheating probability, consider the following.
We assume a cheating Alice prepares a state ρ AB and sends it to Bob so that just before Alice opens the bit, the state of that part of the system which Bob possesses is 
Conclusions
In this letter we have shown that by using an entanglement breaking channel, the simple Bennett and Brassard bit commitment scheme can be made secure against EPR attacks.
We also presented an example of a depolarizing channel which is practically conceivable.
Only entanglement attacks were discussed, we leave the unconditional security of these noise based systems as a topic for future research. 
